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THE SECURITY STRATEGY
FOR SOCIETY

Government Resolution 16.12.2010
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SECURING THE FUNCTIONS VITAL TO SOCIETY
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Basics of the Strategy

The Security Strategy for Society is a Government Resolution which
constitutes the common basis of preparedness planning and crisis
management for all the actors in the society in normal as well as in
exceptional conditions

The Strategy is made from the point of view of the vital functions of the
society that must be secured in all conditions. The Strategy determines:

Vital functions of the society and their desired end states,

Threat models and disruptions or disturbances that might endanger security in
society and its vital functions,

Strategic tasks of the ministries that are required for their functionality and
continuation planning,

The basics of crisis management for the controlling of disturbances,
Follow-up and development of the Strategy as well as
The principles of preparedness and crisis management
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The Strategy emphasizes

Even more comprehensive Security Strategy for the whole of
society.

All the actors are involved already in the planning process, inc.
civic organisations and business life.

The international dimension is visible in all the vital functions.

The threat models have been updated and they constitute the
fundamentals of society’s “risk analysis”.

The regional and local administrations have been taken
better into consideration and they are provided with guidelines for
preparedness planning.

The fundamentals of crisis management have been clarified, the
ability to manage disturbances in normal conditions and in
exceptional times.

The society’s vulnerability to disturbances in techical
systems and networks has been taken better into consideration
Matters of the security of supply have been taken better into
consideration.
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Development of preparedness

Changes in threat models are
identified

Changes in the security
environment

Society’s up-to-

Comprehensive defence Mechanisms of <A\
approach preparedness are @\ date crisis
developed ~7
" preparedness

Basics of preparedness

Changes in the society

Changes in societal structures and value

systems are identified z 2\ SECURITY
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Securing the functions vital to
society

Securing the vital functions

/ Management of
Ndisruptions and
~\ disturbances

Recovering from the crisis

#%<R SECURITY
7 IN SOCIETY



Threat Models of the Strategy
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Securing the functions vital to society
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Cyber Threat

Cyber threat is one of the threat models in the Finnish Security
Strategy for Society and is having influence to other threat models

Cyber threat has become in quite a short time a central factor of
security in society and the need for a comprehensive national cyber
evaluation and policy is apparent

Cyberspace = The information networks of information society
and all critical interdependent networks (eg. The Internet,
telephone network, computers, critical infrasructure
processors and controlling devices)

Cyber threat = a threat that is directed towards information
society’s information networks
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Cyber Preparedness

Finland is starting a comprehensive national preparation for:
Political approval and getting a mandate
Preliminary work for the strategy
Compiling the strategy

The main interest in Cyber-domain should be on
supporting the development of a general framework for
“National Cyber Strategy”.

Alongside with national work Finland will participate extensively to
International development and cooperation of cyber domain and
Information networks so that our national choices can easily be

interlinked with the cyber work done by major international actors.
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Elements of the Strategy

THE VITAL
FUNCTIONS
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Vital Functions of Soclety

Management of the Society
nternational activities
~inland’s defence capability
nternal security

—unctioning of the economy and
Infrastructure

The population’s income security and
capability to function
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Disruptions and Disturbances -
Examples

Normal conditions ‘ Exceptional conditions I
Use of military [ = EZC{?
force
=
Natural \ Falling dawn of
catastrophe % government liquidity
Disruption in the \ % ,

S o Disruption in foreign
trade

st

By a disruption or disturbance we mean a threat or happening that might endanger security in society
or its vital functions and the living conditions of its population. Usually the management of these
threats requires even more extensive and intense cooperation than normally between the authorities

and other actors.
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Strategic Tasks - Examples

Guaranteeing protection to the
rule of law (MQOJ)

|

Comprehensive crisis
management (MFA)

|

National military
defence (MOD)

Supporting other
authorities (MOD)

Finland’s
defence
capability

Ve

G

Public order and security (MOI) }\

Emergency services and
maritime search and rescue
(MOI)

Internatlonal
actlvny

7

Maintaining a situation picture for
the Government (PMO)

Management of
Government

/ affairs

Psychological
crisis tolerance

function

/

Functioning of the
economy and
infrastructure

Internal
security

Flood risk management and
dam safety (MAF)

The financial system
and money

Maintaining education
and research system
(MOEd)

The population’s
income security
and capability to

Income security
(MSAH)

N
Safeguarding the
continuation of transports

(MTC) )

N
Guaranteeing housing
and construction (MOE)

J

Securing sufficient
labour workforce
(MEE)

management (MOF)
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Crisis Management

PRESIDENT OF THE REPUBLIC PARLIAMENT

COUNCIL OF STATE

CABINET COMMITTEE ON FOREIGN AND SECURITY POLICY/ PRESIDENT OF
THE REPUBLIC + CABINET COMMITTEE ON FOREIGN AND SECURITY POLICY

INTERMINISTERIAL COOPERATION BODIES

MINISTRY
----- COMPETENT AUTHORITY -———
Administration at central, regional and local levels

SUPPORTING AUTHORITIES, BUSINESS LIFE AND CIVIC ORGANISATIONS
NATIONALAND INTERNATIONALACTORS

National decision making and
international cooperation on crisis
management

Preparatory handling of important
security questions

Support to the authority responsible
for the command of the disturbance
and support to the decision making
process related to crisis management

Control of a disturbance
belonging to an authority’s field
of competence

Support to the authority responsible
for the control of the disturbance

2 SECURITY
"IN SOCIETY



Implementation of the Strategy

COUNCIL OF STATE

PN

Security Strategy for Society

LN N

Guides Harmonises guidelines
Ministries Municipalities || Enterprises Civic organisations
Guidance, Activities, resourcing
legislation,
budgeting

Cooperation in different levels of the administration

Subordinate
administration
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Utilisation of the Strategy

This requires thorough analysing actor by actor...

1. Analysing the intersecting area
comprehensively from the point of view of
one’s operational environment and one’s own
actions - What kind of situations, tasks,
responsibilities, cooperation etc. there is?

Threat model
of the
Strategy

2. On the grounds of this what kind of
capabilities there should be in use?
- Planning readiness

| - Resourcing
Vital function - Knowhow
of the '
L -  Equipment

- Cooperation agreements
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More Information

&
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www.yhteiskunnanturvallisuus.fi
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